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Polynomial multiplication on Galois Field (GF) is e ol sl omE= o8AA HE = rjok
=
4

= Els
widely used for various error correction coding and oke] da Ale&¥tl [1]. GFEIAlS XOR ¢Ato =
encryption algorithms. In this paper, we introduce Vel A FEE AT, GEEAS ¥lmA Bk ol
and compare two GF(2™) structures based on HAS AR welx] B =RxE GF 3AS
conventional School Book Multiplication (SBM) and 93 744 mIA AR "walel SBM  (School Book
Karatsuba—Ofman Algorithm (KOA). SBM-based Multiplication) [2] % SBM®] A%< 7jdatr] 94
GF multiplier provides simple hardware Aekdl KOA (Karatsuba—Ofman Algorithm) [3] <
implementation and  KOA-—-based  multiplier o] g3le] GF BAZZ2 Ty, WA AN &%
improves the performance of SBM-—based ones. =] F FA| /\g%% BAETH o]l2 R
According to experimental results, SBM is desirable thokal AekzAe] wE FeAe TR Acksluxt
when m is small and KOA is desirable when m is =a=5
large.
I +&
I A&
dutdow  GFE2T Y d2xs m HER
Galois field GF(p+= p/Y Hax2 FA49 TEH7] wzel 4 (DI 2ol (m—-1)aF Ao
¢4 (Finite Field)©]il, GF (p™) < p’”7HE TAE = x93 + 9ok
GF(p) 9] 24 (Extension Field)olt} [1]. olw] pg}

me  Z+Zb 22 (prime number) S} okgl Ho=
vetdith s 5o p7k 291 4, Galois field=
GF= =dH3, IgAc GFeMow =d
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% 1 GF(2Y 9 Galois field 412 $13% SBM
Fuso 72

A(X)=a, X" +a, X"+ a X+ agX]

B(X) =b, X" +h, ,X™? +---+bx" +bx°

oluf a (0</<m) S} b, (0<;<m)o] 0 H= 19 #%&
7FA. GF@2M oMY F g4 FAS AKX o
B(x) &l wAle=R ¥d s 3, o] u 34 g2
t}ekal F A (Polynomial Multiplication) 3 E &2
%2 (Modulo Reduction) ¥I4E& Fa o]Foxt},
ohaka A 32 4 (2) 9 2ok

D(x) = A(x) x B(x)
= (@ 4P )X (@b, + 3 D, )X
+e 4 (8, +agh) X+ (aby)x° (2)
2 (25 B8 AxrE g4 dn 3E GF (2
WHEsty] flete] 2 () S RER
Fa gL S Gk D) o AF7F muth
EAES q Ak c(x) ® 2HEH,
D(x) & AF7 mE F A9 RER F4 33
TG BER ek SE mAke
AAG&2] (Primitive Polynomial) Px)E Z &34
AFRA o7 m 2 oA Dx)E GF(@2™Me Y]
A Fst= m—1x B34 C(E I o= A
(& Tl depddh

C(x) = {D(X) degreeof D(x)<m @
D(x) mod P(x)

2.1 School Book Multiplication (SBM)

SBMZ 71 gulzd o= GF(2M e taha FAs
Fsh= WA ow, I AAFS A @)% )
Fdsith [4]. dE Eo] GF@2YlM9 A(X),B(x) °l
A, A @9 v@3A w4 A-E
ot

degreeof D(x)> m

D(x) = A(X) x B(x) = (ah,)X" + (80, +a,b,)x°
+(asb1+azbz+aib3)x4+(aabo +ah +absah,)x’ ,(4)
+(abytah, +ah,)x*+ (2, +agh; )X+ (8, )X

2 (49 Huxdo]l mQ 4Rt F7] wiEo] RER
27F desdtd, ou AMEHE P)E x*+x+1
olty, HFAHA A A3 c(x) & YelE 2 (5) ¢

C(x) =(ashy + 2y, +a, +ab; +ab;)x*
+(a,b,+aby +agh,+asbst ah,+ azbs)x2
+(aby+ agb, +ab,+a,babra,b,rab)xt
+(agh, + b, +a,b, +a,0,)x°

.(5)

2 (P BB e Z GF(2Y 9 Galois filed
FAE 9% SBM st=do] F2E yEeEld 1¥™
13

2.2 Karatsuba—Ofman Algorithm
KOAE HA1719) SBME Ades MAdsty] 48
H dugFEoeZ, 1962 Karatsuba®t Ofmanel
)

A o [3]. 21 Y A4S o wmEA T
= 3

2

&g
k= 3

,
2

o,

uol— /L}
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AE Frkeke OAl AS FAA
H

o 2 oy 1o 2
¥
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= =
KOAoA = HFEE  Fol7
aw3kstel aFE .
GF@2HolXe gd4 AKX & B(X) 9 AFS [as ar
ar aol, Lbs bz b1 bo) ] olREHOZ Yed = 97,
7} %39 MSB 28 EE Apy Buz, UYHA 3% LSB
2HIEx A, B2 X2d3 § gtk KOA HA7|dA =
a9 2@ 8 Zo] &S xFsle] KOA_MULS
e o=w {Aw, Bw, {(AwtAn), (Bs+B)Yy, {AL
Brrol Eoi7ta, z4+ KOA_MULS &¥& Dy D,
Drol ®rt,

KOA_MULZ 2°]ES] FAANC R HEHF Dy
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a9 2 (a) KOAS] 98 HE &g 9
KOA_MUL? %3 (b) KOA_MUL R xW¥E: FA
(c)KOA_MUL H.zW GFUA
() KOA_MULZ%Y GFyHlAl

0<d<m-DZE BET F 9tk dF 59 A Biol
8ol KOAMULS MSBQ! a;, 59 H& BxWs
D1, LSBQ! ao, bo®l #& HEXWE Do 72+ MSBS
LSBe 3tel HQl (artao) (bit+bo)= Doz YERE
o Aqn ol ™29 bhAY  ZAA
KOA_MULCIA AAE Hxwisgs HER, 3HEY

Fge wEr Qe mxasE das B

b[3]

b[2]

B(x)—

b[1]

—D(x)
+\ d[1]
al] W
| S dio)
)]
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a[o] )
>

2% 3 GF(2YH 9 Galois field FA1S 23 KOA

b[0] T
a[3]

a[2]

Alx)—

stedlo] 73
ARt 2n]E9 918 F MSBY woz g
HEWHE DS 2HE A ZE (shift) to] £99 MSB
18EZF a2, 89 LSBY #¢ D= &89 LSB
1 EZF #d gwx] MSB9 LSBY o= dojzl
Dio& Di, Do GFRAlS F3st 5 &3¢ F31<d

2HA M EZ ") o]= 19 29 (o)AH EZdHHAY.

KOA_MULS 38¥E Z¥<Q Dy Dy Dis YA
GFRAS AX 7HE Z¥& wed olu Dye
4UIE AIEZE . Dy Dy, D3 GFBIAISE ¥ 2H|E
AIZE, D2 AZE 3HA4 %3 EF GFUlAlsto]
AARE 7HIE Z8o] GF(2Y) oY AX),B(X) & &
D(x) 7} Bt} ol 19 29 (DAY FEA mY
3717 solvd g8 A(X),B(x) o HEZ} 2H|E7}
=2 uw7k4] MSB AWty U] LSB ARkE U
$4E \bEst #H, UHEHx JieRksE KOAMULS
gty vy A AFE olEta s,
KOA_MULY 7 3mbE FAasy mo] 49074%
r& 101tk [5]. GF@2YHelA Aatss RxWs D
2l (6) 9 Zo] =, v FARAELS 2 (1)

2t

SRl

™

Dy =agh,, D, =ab, D, =a,0,,D; =a;b,
Da‘z = (aa + az)(ba + bz)v D3,1 = (a3 + ai)(b3 + bl)

D, = (&, +,)(0, +5,). Dy = (&, +2,)(0, +by) (6)
D3‘2,1,0 = (aa +ta,+a Jrao)(bs er2 Jrhl 7Lbo)

D(x)= A(x) x B(x)
= (D;)X*+(D, 7+ Dy+ D,)x*+ (D, + Dy+D,+D,)x* o

+(D; 514+ Dy + Dy 1+ D, ¢+ D, o+ Dy+ D, + D+ D)X

+(D,+D, + Dy)x* (Dy + D, + Dy )X + (Dy)X°
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